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STATUS OF CLAIMS 

Claims 1-8 and 14-18 are pending. Claims 9-13 have been canceled. 

Claims 1-7, 14, 15, 17, and 18 stand rejected under 35 U.S.C. 103(a) as being 
obvious in view of Ober et al., U.S. Patent No. 6 ,708,273 (Ober); Childs, U.S. Patent No. 
5,623,545 (Childs); Bruce Schneier, Applied Cryptography (Schneier); Turner et al., U.S. 
Patent No. 4,896,296 (Turner); and Batcher, U.S. Patent No. 4,314,349 (Batcher). Claim 
8 stands rejected under 35 U.S.C 103 (a) as being obvious in view of Ober, Childs, 
Schneier, Turner, Batcher and Niehaus et al., U.S. Patent No. 4,399,517 (Niehaus). 
Claim 16 stands rejected under 35 U.S.C. 103 as being obvious in view of Ober, Childs, 
Schneier, Turner, Batcher, and Masaki, U.S. Patent No. 4,739,195 (Masaki). 

The rejection of claims 1-8 and 14-18 is being appealed. 
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GROUNDS FOR REJECTION TO BE REVIEWED ON APPEAL 

1) Are claims 1-7, 14, 15, and 18 obvious under 35 U.S.C. 103(a) in view of 
Ober et al., U.S. Patent No. 6,708,273 (Ober); Childs, U.S. Patent No. 5,623,545 
(Childs); Bruce Schneier, Applied Cryptography (Schneier); Turner et al., U.S. Patent 
No. 4,896,296 (Turner); and Batcher, U.S. Patent No. 4,314,349 (Batcher)? Is claim 8 
obvious under 35 U.S.C. 103 (a) in view of Ober, Childs, Schneier, Turner, Batcher and 
Niehaus et al., U.S. Patent No. 4,399,517 (Niehaus)? 

2) Is claim 16 obvious under 35 U.S.C. 103 in view of Ober, Childs, Schneier, 
Turner, Batcher, and Masaki, U.S. Patent No. 4,739,195 (Masaki)? 

3) Is dependent claim 17 obvious under 35 U.S.C. 103 in view of Ober, Childs, 
Schneier, Turner, and Batcher. 
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ARGUMENT 

The Examiner raised new points of argument in Grounds 1 and 3 to which 
applicants respond as follows: 

GROUND 1 

The Examiner pointed oat that not all of the elements of FIG. 1 of applicants 
application are present in claim 1, Applicants point out, however, that it appears that the 
Examiner would consider FIG. 1 obvious based on his view of what one of ordinary skill 
in the art would do with the references used by the Examiner in rejecting claim 1 and 
dependent claims 2-7. Applicant's believe it is instructive to look at the references taken 
together and comparing them to applicants' FIG. 1. 

GROUND 3 

The Examiner argued that the applicants did not actually claim in claim 17, which 
depends on claim 15, that the register arrays were shared for both the SHA-1 and MD5 
functions. Perhaps that is technically true but even assuming arguendo that it is true it is 
a distinction without a meaningful difference. The register array, as claimed, has one 
claimed characterisitic for one function (claim 15) and a different characteristic for the 
other function (claim 17). The Examiner pointed out that Ober has a single register array. 
The Examiner did not, apparently because it was not possible to do so, argue that the 
register array of Ober met either of the characteristics as claimed* Accordingly, 
applicants do not see much merit to this position except to say that registers can be used 
for a lot of different things. The Examiner then argued that the register array of Childs 
provides both claimed characteristics. Even if true, this is insufficient because Childs 
performs only one of the claimed functions. Thus claim 15 and claim 17 cannot both be 
met by the register array of Childs. Accordingly, applicants submit that there is not a 
sufficient showing in the prior art for the notion of the register array providing both 
claimed characteristics and also being operational during both functions. 
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CONCLUSION 
For at least the reasons set forth above and in the appeal brief, Applicants 
respectfully submit that the claims of the present application are allowable over the art 
cited during prosecution. 

Respectfully submitted. 




$ James L. Clingan, Jr. 
Attorney for Appellants 
Reg. No. 30,163 
Ph: (512) 996-6821 
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Claims Appendix 

1. An apparatus for selectively processing first and second cryptographic hash 
algorithms, comprising: 

a register file (12) having at least five registers for storing chaining variables; 

a function circuit (22) receiving first (B), second (C) and third (D) chaining variables 
and an output that provides a logical data value; 

a first multiplexer (24) having an input coupled to the register file for receiving a 
fourth (E) chaining variable and an output that provides the fourth chaining variable when 
the first cryptographic hash algorithm is being processed by the apparatus and a zero value 
when the second cryptographic hash algorithm is being processed by the apparatus; and 

a summing circuit (30) having a first input coupled to the output of the function 
circuit for receiving the logical data value, a second input coupled to the output of the first 
multiplexer, and an output coupled to the register file. 

2. The apparatus of claim 1, further comprising: 

a barrel shifter (40) having an input coupled to the output of the summing circuit; 
an adder (41) having an input coupled to an output of the barrel shifter; and 
a second multiplexer (42) having a first input coupled to the output of the summing 
circuit and a second input coupled to an output of the adder. 

3. The apparatus of claim 2 ? further comprising: 

a third multiplexer (26) having a first input coupled to the output of the second 
multiplexer (42) and a second input coupled to the register file (12) for receiving a fifth (A) 
chaining variable; and 

a fourth multiplexer (28) having a first input coupled to the output of the second 
multiplexer and a second input coupled to the register file (12) for receiving the third (D) 
chaining variable. 

4. The apparatus of claim 3, wherein the second multiplexer and the fourth 
multiplexer receive a signal that transfers a summed value from the output of the summing 
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circuit to the register file when the message digest hardware accelerator is processing an 
SHA-1 hash algorithm. 

5. The apparatus of claim 3, wherein the second multiplexer and the third 
multiplexer receive a signal that transfers a summed value from the output of the barrel 
shifter to the register file when the message digest hardware accelerator is processing an 
MD5 hash algorithm. 

6. The apparatus of claim 3, further comprising: 

a first shift circuit (16) having an input coupled to the register file for receiving the 
first (B) chaining variable; and 

a fifth multiplexer (14) having a first input coupled to an output of the first shift 
circuit, a second input coupled to the input of the first shift circuit and an output coupled to 
the register file for providing the second chaining variable. 

7. The apparatus of claim 6, further comprising: 

a second shift circuit (18) having an input coupled to the register file for receiving the 
fifth (A) chaining variable; and 

a sixth multiplexer (20) having a first input coupled to an output of the second shi ft 
circuit, a second input coupled to the input of the second shift circuit and an output coupled 
to another input of the summing circuit 

8. A circuit for generating hash values in a first hash mode and a second hash 
mode, comprising: 

a storage circuit (34, 36); 

a register array (32) having registers for storing a message and an output for 
providing a round dependent data value (Wt); 

a register file (12) for storing first (B), second (C), third (D), fourth (E) and fifth (A) 
chaining variables; and 

an adder (30) having a finst input coupled for receiving a first set of constant values 
stored in the storage circuit for the first hash mode and a second set of constant values for 
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the second hash mode, a second input coupled to the output of the register array, a third 
input coupled for receiving the fifth (A) chaining variable in the second hash mode and a 
shifted fifth chaining variable in the first hash mode, a fourth input coupled for receiving a 
logical function in accordance with the first, second and third chaining variables, and a fifth 
input coupled for receiving the fourth chaining variable in the second hash mode and a zero 
value in the first hash mode. 

14. An apparatus integrated to provide a hash value of a variable length message in 
accordance with a first algorithm and a second algorithm, comprising: 

a register file (12) having five registers preset to a first group of values for the first 

algorithm and to a second group of values for the second algorithm, the register 
file storing first (B), second (C), third (D), fourth (E) and fifth (A) chaining 
variables; 

a function circuit (22) receiving first, second and third chaining variables and generating 

a first logical data value for the first algorithm and a second logical data value for 

the second algorithm; 
a Storage element (34, 36) for supplying a first set of constant values for the first 

algorithm and a second set of constant values for the second algorithm; and 
a summing circuit (30) having a first input coupled to the output of the function circuit 

(22) and a second input coupled to the storage clement for receiving one of the 

first and second sets of constant values. 

15. The apparatus of claim 14, further including a register array (32) having a 
decoder circuit (120) and a plurality of registers for selecting a data word stored in one of 
ihe plurality of registers and supplying the data word to an output of the register array 
when computing the first algorithm. 

16. The apparatus of claim 15, wherein the register array further includes: 
an exclusive-OR (116) coupled for simultaneously receiving first, second, third 

and fourth data words stored in the plurality of registers; and 
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a rotate block (118) having an input coupled to an output of the exclusive-OR and 
supplying a one bit left circular shift of the data generated by the exclusive-OR to one of 
the registers in the plurality of registers. 

17. The apparatus of claim 15, wherein an output of the register array is 
supplied from a word wise circular queue when computing the second algorithm. 

18. The apparatus of claim 14, wherein the first algorithm is an MD5 
algorithm and the second algorithm is an SHA-1 algorithm. 
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Evidence Appendix 

No evidence is submitted in this appendix 
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Related proceedings Appendix 

There are no decisions under this appendix. 
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